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2 

Statement in accordance 
with Ar/cle 6(3) of 
Regula/on (EU) 
2023/1114 

This crypto-asset white paper has not been approved by any 
competent authority in any Member State of the European 
Union. The person seeking admission to trading of the crypto-
asset is solely responsible for the content of this crypto-asset 
white paper. 

3 

Compliance statement in 
accordance with Ar/cle 
6(6) of Regula/on (EU) 
2023/1114 

This crypto-asset white paper complies with Title II of 
Regulation (EU) 2023/1114 and, to the best of the knowledge 
of the management body, the information presented in the 
crypto-asset white paper is fair, clear and not misleading and 
the crypto- asset white paper makes no omission likely to affect 
its import. 

4 

Statement in accordance 
with Ar/cle 6(5), points 
(a), (b), (c) of Regula/on 
(EU) 2023/1114 

The crypto-asset referred to in this white paper may lose its 
value in part or in full, may not always be transferable and may 
not be liquid. 

5 

Statement in accordance 
with Ar/cle 6(5), point 
(d) of Regula/on (EU) 
2023/1114 

FALSE 

6 

Statement in accordance 
with Ar/cle 6(5), points 
(e) and (f) of Regula/on 
(EU) 2023/1114 

The crypto-asset referred to in this white paper is not covered 
by the investor compensation schemes under Directive 97/9/EC 
of the European Parliament and of the Council. 
 
The crypto-asset referred to in this white paper is not covered 
by the deposit guarantee schemes under Directive 2014/49/EU 
of the European Parliament and of the Council. 

SUMMARY 

7 

Warning in accordance 
with Ar/cle 6(7), second 
subparagraph of 
Regula/on (EU) 
2023/1114 

Warning 
 
This summary should be read as an introduction to the crypto-
asset white paper. The prospective holder should base any 
decision to purchase this crypto-asset on the content of the 
crypto- asset white paper as a whole and not on the summary 
alone. 
 
The offer to the public of this crypto-asset does not constitute 
an offer or solicitation to purchase financial instruments and 
any such offer or solicitation can be made only by means of a 
prospectus or other offer documents pursuant to the applicable 
national law. 
 
This crypto-asset white paper does not constitute a prospectus 
as referred to in Regulation (EU) 2017/1129 of the European 
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Parliament and of the Council (36) or any other offer document 
pursuant to Union or national law. 

8 
Characteris/cs of the 
crypto-asset 

WIN (the “Token”) is a TRC-20 token that serves as the utility 
token for WINkLink Network (the “Network”), a decentralised 
oracle solution built on the Tron blockchain (“Tron”). The Token 
was originally launched to be the utility token for the WINk 
gaming platform, but it transitioned to become the Network’s 
utility token when the Network was launched in April 2021. 
 
Within the platform, the Token is currently used for two 
purposes. The first one is to reward the set of decentralised 
oracle nodes which are in charge of listening to users’ requests, 
fetching the off-chain information, processing it, and delivering 
it through a Tron transaction. The second use case of the Token 
is related to access to the services that the Network offers. In 
this context, users requesting one of the four main services 
offered by the Network must pay fees with the Token. 
 
Although it is included in the Network’s 2025 roadmap, at the 
moment, there is no decentralised governance based on the 
Token. Therefore, all modifications to the Token’s 
characteristics, rights, or obligations are implemented through 
protocol updates managed by the Network’s development 
team. Changes to the protocol and Token mechanics are 
communicated through the Network’s official channels. 

09  Not applicable 

10 
Key informa/on about 
the offer to the public or 
admission to trading 

WINkLink Tech Limited (the “Person Seeking Admission to 
Trading”) is seeking the admission of the Token to trading on 
multiple EU regulated trading platforms (the “Exchanges”). The 
listing price will be the same as the existing publicly traded 
Token price across other centralised trading platforms where 
the Token is currently listed. 

Part A - Informa/on about the offeror or the person seeking admission to trading 
A.1 Name WINkLink Tech Limited 
A.2 Legal form Company limited by shares 

A.3 Registered address 
Sea Meadow House, (P.O. Box 116), Road Town, Tortola, British 
Virgin Islands 

A.4 Head office 
Sea Meadow House, (P.O. Box 116), Road Town, Tortola, British 
Virgin Islands 

A.5 Registra/on Date 2024/06/13 
A.6 Legal en/ty iden/fier Not available 

A.7 
Another iden/fier 
required pursuant to 
applicable na/onal law 

2150986 
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A.8 
Contact telephone 
number 

17629850764 

A.9 E-mail address service@winklink.org 

A.10 Response Time (Days) Daily 

A.11 Parent Company 
The Person Seeking Admission to Trading has no parent 
company. 

A.12 
Members of the 
Management body 

Name: Yang, Zi 
Role: Director 
Block 55 Normanton Park #04-45 117283 Singapore 
Tony@winklink.org 

A.13 Business Ac/vity 
Develops and maintains internal blockchain infrastructure to 
support token operations. 

A.14 
Parent Company 
Business Ac/vity 

Not applicable 

A.15 Newly Established TRUE 

A.16 
Financial condi/on for 
the past three years 

Not applicable 

A.17 
Financial condi)on since 
registra)on 

Since incorporation, WINkLink Tech Limited has operated as an 
internal blockchain infrastructure entity, supporting token-
related operations, validator maintenance, and smart contract 
deployment within the group. The entity does not engage in 
public-facing or commercial activities and has not generated 
revenue since incorporation. 
 
This review provides a fair and balanced assessment of the 
development, performance, and financial position of WINkLink 
Tech Limited from the date of registration to the latest available 
interim period, in line with the size and operational scope of the 
entity. 
 
The entity has been fully funded through capital contributions 
from affiliated individuals and/or entities. These internal 
contributions have been sufficient to cover all operating 
expenditures to date, which primarily relate to infrastructure 
costs, blockchain deployment, professional services (e.g. legal, 
audit, and regulatory), and administrative support. No third-
party financing or external debt instruments have been used. 
 
The company has incurred regular operating costs since 
incorporation and has maintained adequate liquidity 
throughout the period to support its activities. There have been 
no unusual, infrequent, or exceptional events materially 
affecting its income or financial condition during this time. 
 

mailto:service@winklink.org
mailto:Tony@winklink.org
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At present, WINkLink Tech Limited does not have any 
confirmed financial projections or plans to begin generating 
income. The entity’s role continues to be strictly internal and 
infrastructure-focused. Should this change in the future, 
relevant financial forecasts and disclosures will be updated 
accordingly. 
 
The entity does not report non-financial Key Performance 
Indicators (KPIs), as it does not operate in external markets and 
has no user-facing, customer, or product engagement metrics 
relevant to its function. 
 
Where available, this assessment may be supplemented with 
references to internal financial statements, although the nature 
and scale of the entity do not currently require standalone 
statutory reporting. 

Part B - Informa/on about the issuer, if different from the offeror or person seeking admission 
to trading 

B.1 
Issuer different from 
offeror or person seeking 
admission to trading 

TRUE 

B.2 Name Wink Foundation Ltd.  
B.3 Legal form Public company limited by guarantee 

B.4 Registered address 
171 Chin Swee Road, #04-08/09, CES Centre, Singapore 
(169877)  

B.5 Head office 
171 Chin Swee Road, #04-08/09, CES Centre, Singapore 
(169877) 

B.6 Registra/on Date 2019/07/09 
B.7 Legal en/ty iden/fier Not applicable 

B.8 
Another iden/fier 
required pursuant to 
applicable na/onal law 

201922102C 

B.9 Parent Company Not applicable 

B.10 
Members of the 
Management body 

Kelvin Koh Kwang Min 
Director 
664A Punggol Drive, #02-202, Waterway Sunbeam, Singapore 
(821664) 
 
Jiang Yiying 
Director 
B101, Yaxinju, Jinhui Xinyuan, Longfeng Street, Eling South 
Road, Huicheng District, Huizhou City, Guangdong,China 
 
Soh Zhao Kun 
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171 Chin Swee Road Secretary, #04-08/09, CES Centre, 
Singapore (169877) 
 
Chan Suh Shing 
171 Chin Swee Road Secretary, #04-08/09, CES Centre, 
Singapore (169877)  

B.11 Business Ac/vity 
Development of software and applications (except games and 
cybersecurity) (62011) 

B.12 
Parent Company 
Business Ac/vity 

Not applicable 

Part C - Informa/on about the operator of the trading plaborm in cases where it draws up the 
crypto-asset white paper and informa/on about other persons drawing the crypto-asset white 
paper pursuant to Ar/cle 6(1), second subparagraph, of Regula/on (EU) 2023/1114 
C.1 Name Not applicable 
C.2 Legal form Not applicable 
C.3 Registered address Not applicable 
C.4 Head office Not applicable 
C.5 Registra/on Date Not applicable 

C.6 
Legal en/ty iden/fier of 
the operator of the 
trading plaborm 

Not applicable 

C.7 
Another iden/fier 
required pursuant to 
applicable na/onal law 

Not applicable 

C.8 Parent Company Not applicable 

C.9 
Reason for Crypto-Asset 
White Paper Prepara/on 

Not applicable 

C.10 
Members of the 
Management body 

Not applicable 

C.11 
Operator Business 
Ac/vity 

Not applicable 

C.12 
Parent Company 
Business Ac/vity 

Not applicable 

C.13 

Other persons drawing 
up the crypto- asset 
white paper according to 
Ar/cle 6(1), second 
subparagraph, of 
Regula/on (EU) 
2023/1114 

Not applicable 
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C.14 

Reason for drawing the 
white paper by persons 
referred to in Ar/cle 
6(1), second 
subparagraph, of 
Regula/on (EU) 
2023/1114 

Not applicable 

Part D - Informa/on about the crypto-asset project 

D.1 
Crypto-asset project 
name 

WINkLink 

D.2 Crypto-assets name WINkLink Token 
D.3 Abbrevia/on WIN 

D.4 
Crypto-asset project 
descrip/on 

The Network is a decentralised oracle solution built on Tron, 
launched in April 2021 as the first oracle solution within Tron’s 
ecosystem. The Network addresses a fundamental limitation of 
blockchains: smart contracts cannot directly access information 
from outside the blockchain in which they are deployed. To 
solve this issue, the Network acts as a bridge that connects on-
chain smart contracts with off-chain data sources. 
 
To this end, the Network relies on a decentralised set of 
independent oracle nodes. These nodes collect, verify, and 
submit external data to smart contracts deployed on Tron. The 
Network guarantees that the data submitted is accurate by 
distributing the information collection process between 
multiple nodes rather than relying on a single source. 
 
The Network currently offers four different services: 
 
• Price Service: To provide access to real-)me financial data 

from mul)ple sources; 
• Verifiable Random Func/on: To generate tamper-proof 

random numbers through a cryptographic process that 
ensures no party can manipulate the outcome; 

• AnyAPI Service: To allow smart contracts to connect to any 
custom external data sources; and 

• Smart Contract Automa/on: To automa)cally execute 
smart contracts when pre-established condi)ons are met. 

 
All Network services require the payment of fees, which can 
only be paid with the Token. Oracle node operators are 
rewarded with the Token in exchange for their services. 
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D.5 

Details of all natural or 
legal persons involved in 
the implementa/on of 
the crypto-asset project 

N Yang 
Head of Product 
Ten years working in Tencent, Weibo and Qunar 
 
Aiden Lui 
Operations 
Operations Experienced community operator / manager who 
worked at JoyCrafter and Gameloft 
 
Jacky Li 
Head of Technical 
Ex-core developer at Baidu, with experience in designing high-
concurrency architecture, big data processing, and anti-cheat 
methods for transaction systems. 

D.6 
U/lity Token 
Classifica/on 

FALSE 

D.7 
Key Features of 
Goods/Services for 
U/lity Token Projects 

Not applicable 

D.8 Plans for the token 

The Token was originally launched as the utility token for the 
WINk gaming platform. Later on, in April 2021, the WINk team 
acquired justlink.io, and the Network was launched. The Token 
started to serve as the Network’s utility token following its 
transition to the oracle network, with token allocations 
distributed according to a predetermined schedule that 
extended until July 2022. 
 
In 2021, the Network introduced the Price Service and 
Verifiable Random Function. Subsequently, the Smart Contract 
Automation and AnyAPI services were introduced. Between 
October 2021 and May 2022, the Network implemented a buy-
back and burning mechanism, which allowed the burning of a 
total of 543,000,000,000 Tokens in four separate events before 
discontinuing this mechanism. 
 
Looking ahead, in its development roadmap covering 2025 to 
2027, the Network contemplates: 
 
• Cost op)misa)ons, to minimise gas fees and data 

transmission costs; 
• Improved monitoring and automa)on features; 
• Establishing community governance; and 



 

Page 13 of 36 
 

• Implemen)ng a penalty system within its rewards system, 
to not only incen)vise honest node par)cipa)on but also 
discourage malicious behaviour.  

D.9 Resource Alloca/on Not applicable 

D.10 
Planned Use of Collected 
Funds or Crypto-Assets 

Not applicable 

Part E - Informa/on about the offer to the public of crypto-assets or their admission to trading 

E.1 
Public Offering or 
Admission to trading 

ATTR 

E.2 
Reasons for Public Offer 
or Admission to trading 

Admission to trading of the Token is being sought on multiple 
EU Exchanges with the aim to facilitate the acquisition of the 
Token for governance participation and usage of the Network. 

E.3 Fundraising Target Not applicable 

E.4 
Minimum Subscrip/on 
Goals 

Not applicable 

E.5 
Maximum Subscrip/on 
Goal 

Not applicable 

E.6 
Oversubscrip/on 
Acceptance 

FALSE 

E.7 
Oversubscrip/on 
Alloca/on 

Not applicable 

E.8 Issue Price Not applicable 

E.9 

Official currency or any 
other crypto- assets 
determining the issue 
price 

Not applicable 

E.10 Subscrip/on fee Not applicable 

E.11 
Offer Price 
Determina/on Method 

Not applicable 

E.12 
Total Number of 
Offered/Traded Crypto- 
Assets 

993,701,859,243.386313 

E.13 Targeted Holders ALL 

E.14 Holder restric/ons 

The purchase of the Token from EU-regulated Exchanges will be 
available to all users of such Exchanges. Most trading and 
exchange services offered by Exchanges are open to retail 
holders, and may be subject to the compliance requirements of 
the respective Exchange. 
 
The Exchanges may impose restrictions on holders of Tokens on 
their respective Exchanges, in accordance with applicable laws 
and internal policies.  

E.15 Reimbursement No/ce Not applicable 
E.16 Refund Mechanism Not applicable 
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E.17 Refund Timeline Not applicable 
E.18 Offer Phases Not applicable 
E.19 Early Purchase Discount Not applicable 
E.20 Time-limited offer FALSE 

E.21 
Subscrip/on period 
beginning 

Not applicable 

E.22 Subscrip/on period end Not applicable 

E.23 

Safeguarding 
Arrangements for 
Offered Funds/Crypto-
Assets 

Not applicable 

E.24 
Payment Methods for 
Crypto-Asset Purchase 

Not applicable 

E.25 
Value Transfer Methods 
for Reimbursement 

Not applicable 

E.26 Right of Withdrawal Not applicable 

E.27 
Transfer of Purchased 
Crypto-Assets 

Not applicable 

E.28 Transfer Time Schedule Not applicable 

E.29 
Purchaser’s Technical 
Requirements 

Technical requirements will be specified by the exchange and 
may include the following: 
 
1. A compa)ble digital wallet or account on supported 

exchanges; 
2. Internet access; 
3. A device (computer or mobile) to manage a digital 

wallet/private key and/or account on an exchange to carry 
out transac)ons 

E.30 
Crypto-asset service 
provider (CASP) name 

Not applicable 

E.31 CASP iden/fier Not applicable 
E.32 Placement form NTAV 

E.33 Trading Plaborms name 
• OKX; 
• Kraken; 

E.34 
Trading Plaborms 
Market Iden/fier Code 
(MIC) 

Not applicable 

E.35 Trading Plaborms Access The Exchanges are accessible via their respective websites. 

E.36 Involved costs 

The use of services offered by Exchanges may involve costs, 
including transaction fees, withdrawal fees, and other charges. 
These costs are determined and set by the respective 
Exchanges and are not controlled, influenced, or governed by 
the Person Seeking Admission to Trading. 
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Consequently, any changes to fee structures or the introduction 
of new costs are solely at the discretion of these platforms. 

E.37 Offer Expenses Not applicable 
E.38 Conflicts of Interest No known conflicts of interest. 
E.39 Applicable law Not applicable 
E.40 Competent court Not applicable 
Part F - Informa/on about the crypto-assets 

F.1 Crypto-Asset Type 
Crypto-asset other than an asset-referenced token or e-money 
token 

F.2 
Crypto-Asset 
Func/onality 

According to the article 3(1)(5) of MiCA, a crypto-asset is a 
digital representation of a value or of a right that is able to be 
transferred and stored electronically using distributed ledger 
technology or similar technology. As reminded by the European 
Banking Authority (“EBA”), the term ‘right’ should be 
interpreted broadly in accordance with recital (2) of MiCA. 
 
The Token qualifies as a crypto-asset within the meaning of 
MiCA, as it a digital representation of the right outlined in 
Section G.1 below. The Token can be transferred and stored 
using the distributed ledger technology (“DLT”). 
 
The Token facilitates Token holders’ interaction with the 
Network. The Token gives its holders the following rights (and 
has the following features): 
 
• Service Payments: Users accessing the Network’s oracle 

services must pay fees with the Token. For instance, the VRF 
service requires a fee of 10 Tokens per request. Meanwhile, 
the AnyAPI and Price services are charged on a request 
basis. Lastly, the Smart Contract Automa)on service 
requires that smart contracts reques)ng automa)on 
execu)ons must be funded with the Token to pay for the 
execu)ons. 

• Node Operator Compensa/on: Oracle node operators are 
compensated with the Token for their services.  

F.3 
Planned Applica/on of 
Func/onali/es 

Each of the functionalities mentioned in F.2 is already available. 

A descrip/on of the characteris/cs of the crypto-asset, including the data necessary for 
classifica/on of the crypto-asset white paper in the register referred to in Ar/cle 109 of 
Regula/on (EU) 2023/1114, as specified in accordance with paragraph 8 of that Ar/cle 
F.4 Type of white paper OTHR 
F.5 The type of submission NEWT 
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F.6 
Crypto-Asset 
Characteris/cs 

The Token is a TRC-20 token that serves as the utility token of 
the Network, a decentralised oracle solution built on Tron. The 
Token was originally launched to be the utility token for the 
WINk gaming platform, but it transitioned to become the 
Network’s utility token when the Network was launched in April 
2021. 
 
Within the platform, the Token is currently used for two 
purposes. The first one is to reward the set of decentralised 
oracle nodes which are in charge of listening to users’ requests, 
fetching the off-chain information, processing it, and delivering 
it through a Tron transaction. The second use case of the Token 
is related to access to the services that the Network offers. In 
this context, users requesting one of the four main services 
offered by the Network must pay fees with the Token. 
 
Although it is included in the Network’s 2025 roadmap, at the 
moment, there is no decentralised governance based on the 
Token. Therefore, all modifications to the Token’s 
characteristics, rights, or obligations are implemented through 
protocol updates managed by the Network’s development 
team. Changes to the protocol and Token mechanics are 
communicated through the Network’s official channels. 

F.7 
Commercial name or 
trading name 

WIN 

F.8 Website of the issuer https://winklink.org/#/home 

F.9 
Star/ng date of offer to 
the public or admission 
to trading 

2025/11/12 

F.10 Publica/on date 2025/11/11 

F.11 
Any other services 
provided by the issuer 

Please refer to Section A.13. 

F.12 
Iden/fier of operator of 
the trading plaborm 

Not applicable 

F.13 
Language or languages of 
the white paper 

English 

F.14 

Digital Token Iden/fier 
Code used to uniquely 
iden/fy the crypto-asset 
or each of the several 
crypto assets to which 
the white paper relates, 
where available 

WIN 

https://winklink.org/#/home
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F.15 

Func/onally Fungible 
Group Digital Token 
Iden/fier, where 
available 

Not applicable 

F.16 Voluntary data flag FALSE 
F.17 Personal data flag TRUE 
F.18 LEI eligibility TRUE 
F.19 Home Member State Malta 

F.20 Host Member States 

The admission to trading of the Token is passported in the 
following countries: 
 
• Austria 
• Belgium 
• Bulgaria 
• Croa)a 
• Cyprus 
• Czech 
• Germany 
• Denmark 
• Estonia 
• Spain 
• Finland 
• France 
• Greece 
• Hungary 
• Iceland 
• Ireland 
• Italy 
• Latvia 
• Liechtenstein 
• Lithuania 
• Luxembourg 
• Netherlands 
• Norway 
• Poland 
• Portugal 
• Romania 
• Slovakia 
• Slovenia 
• Sweden 

Part G - Informa/on on the rights and obliga/ons akached to the crypto-assets 

G.1 
Purchaser Rights and 
Obliga/ons 

The Token gives its holders the following rights (and has the 
following features): 
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• Service Payments: Token holders can use their Tokens to 

pay for the Network services.  
• Node Operator Compensa/on: Oracle node operators are 

en)tled to be compensated with the Token. 

G.2 
Exercise of Rights and 
obliga/ons 

The rights outlined in Section G.1 may be exercised through the 
following actions: 
 
• Service Payments: Token holders must pay with the Token 

to access the Network services. 
• Node Operator Compensa/on: Oracle nodes must deploy 

their own oracle smart contract, process requests and 
provide informa)on according to the Network 
specifica)ons, and maintain up)me performance, to be 
compensated with the Token. 

G.3 
Condi/ons for 
modifica/ons of rights 
and obliga/ons 

Although it is included in the Network’s 2025 roadmap, at the 
moment, there is no decentralised governance based on the 
Token. Therefore, all modifications to the Token’s 
characteristics, rights, or obligations are implemented through 
protocol updates managed by the Network’s development 
team. Changes to the protocol and Token mechanics are 
communicated through the Network’s official channels. 

G.4 Future Public Offers Not applicable 

G.5 
Issuer Retained Crypto-
Assets 

Not applicable 

G.6 
U/lity Token 
Classifica/on 

FALSE 

G.7 
Key Features of 
Goods/Services of U/lity 
Tokens 

Not applicable 

G.8 
U/lity Tokens 
Redemp/on 

Not applicable 

G.9 Non-Trading request TRUE 

G.10 
Crypto-Assets purchase 
or sale modali/es 

Not applicable 

G.11 
Crypto-Assets Transfer 
Restric/ons 

The Exchanges may impose restrictions on holders of Tokens on 
their respective Exchanges, in accordance with applicable laws 
and internal policies. Token holders who acquire the Token 
through ‘private sales’ are subject to restrictions as per the 
terms of sale. 

G.12 
Supply Adjustment 
Protocols 

FALSE 

G.13 
Supply Adjustment 
Mechanisms 

The Network used to rely on a burning mechanism, which 
involved burning Tokens to reduce its total supply. However, 
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the mechanism was used for the last time on May 9, 2025. 
Furthermore, this mechanism was not correlated with changes 
in the Token demand. 

G.14 
Token Value Protec/on 
Schemes 

FALSE 

G.15 
Token Value Protec/on 
Schemes Descrip/on 

Not applicable 

G.16 Compensa/on Schemes FALSE 

G.17 
Compensa/on Schemes 
Descrip/on 

Not applicable 

G.18 Applicable law 

Subject to mandatory applicable law, any and all disputes or 
claims arising out of, or in connection with, this whitepaper 
and/ or the Token, including the validity, invalidity, breach or 
termination thereof, shall be governed by, construed and 
enforced exclusively in accordance with the laws of the British 
Virgin Islands. 

G.19 Competent court 

Subject to mandatory applicable law, any and all disputes or 
claims arising out of, or in connection with, this whitepaper 
and/ or the Token, including the validity, invalidity, breach or 
termination thereof, shall be subject to the exclusive 
jurisdiction of the courts in the British Virgin Islands. 

Part H – Informa/on on the underlying technology 

H.1 
Distributed ledger 
technology 

The Token has been launched on Tron. 

H.2 
Protocols and technical 
standards 

The Token has been launched on Tron as a TRC-20 token, Tron’s 
standard for fungible tokens. 

H.3 Technology Used 

The Token was launched as a TRC-20 token on Tron. Therefore, 
users can manage the Token through their own non-custodial 
wallet software provided by third parties or by directly 
interacting with the token’s smart contract through a third-
party API. 

H.4 Consensus Mechanism 

The Token was launched on Tron, which relies on its own 
implementation of a dPoS consensus mechanism. To 
participate in Tron’s consensus mechanism, users must become 
Super Representative candidates by depositing 9,999 TRX, 
which are non-refundable, and running a full node. 
 
Candidates are entitled to participate in the Super 
Representatives elections, which take place every 6 hours. The 
27 candidates with the most votes from TRX stakers become 
Super Representatives and are in charge of validating Tron’s 
transactions and creating new blocks. 

H.5 
Incen/ve Mechanisms 
and Applicable Fees 

In exchange for validating transactions and creating new blocks, 
Super Representatives are compensated with TRX, emitted as 
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block rewards. Block rewards consist of 8 TRX per block, which 
are given to the Super Representative who creates the block. 
 
Additionally, Super Representatives who validate Tron’s 
transactions and create its blocks are entitled to receive voting 
rewards, in the form of TRX, and emitted on a per-block basis. 
These rewards consist of 128 TRX per block, which are 
distributed among all Super Representatives and Super 
Representative partners based on the number of votes they 
received. 
 
Super Representatives can set their own commission rate from 
0% to 100%, which determines how much of these rewards that 
correspond to the voter they will retain. 
 
Every Tron transaction incurs the payment of transaction fees, 
which are determined in the following manner: 
 
• Bandwidth transac/ons: Simple transac)ons like TRX 

transfers are paid with Bandwidth. Each user account 
receives 600 Bandwidth daily for free. To increase their 
amount of Bandwidth, users must stake TRX. When users 
do not hold enough Bandwidth, they must pay for these 
types of transac)ons with TRX. 

• Energy transac/ons: Smart contract interac)ons are paid 
with Energy and Bandwidth. Energy can only be obtained by 
staking TRX. If users do not hold enough Energy, this type of 
transac)on will be paid with TRX. The TRXs used to pay for 
transac)on fees are immediately burned. 

• Fixed fees: Tron has some transac)ons which are taxed with 
fixed fees to be paid with TRX. For instance, to become a 
Super Representa)ve candidate costs a fixed fee of 9,999 
TRX, 1,024 TRX to create a TRC-10 token, 1 TRX to ac)vate 
a new account, and 100 TRX to update accounts’ 
permissions. 

H.6 
Use of Distributed 
Ledger Technology 

FALSE 

H.7 
DLT Func/onality 
Descrip/on 

Not applicable 

H.8 Audit TRUE 

H.9 Audit outcome 

The results of the audit conducted on Tron can be found in the 
following link: 
 
https://skynet.certik.com/projects/tron 

https://skynet.certik.com/projects/tron
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Part I – Informa/on on risks 

I.1 Offer-Related Risks 

The Person Seeking Admission to Trading neither operates, 
controls, oversees, nor manages the functioning of the 
Exchanges where the Token will be admitted to trading. 
Additionally, the Token’s underlying protocol may evolve due 
to ongoing technical, regulatory, and industry developments. 
Unforeseen risks may arise, and new challenges or 
opportunities may necessitate changes in the Network’s 
strategies, goals, and structure. The risks outlined below 
highlight regulatory uncertainty, liquidity limitations, 
governance risks, network centralisation concerns, security 
vulnerabilities, and potential adjustments to fees or token 
supply that could impact the offer and trading of the Token. 
 
• Regulatory Compliance Risks: Although the Token is 

designed to comply with exis)ng regula)ons (such as 
MiCA), evolving regulatory landscapes could impact its 
classifica)on, trading status, or market/ community 
acceptance. Changes in regulatory requirements may 
necessitate modifica)ons to the Network’s opera)on, 
structure, or governance. Token holders must ensure 
compliance with local laws, as regulatory treatment of 
crypto-assets varies across jurisdic)ons. 

• Market Vola/lity: The Token is subject to extreme price 
fluctua)ons, influenced by market specula)on, investor 
sen)ment, and broader industry trends. External factors, 
such as regulatory announcements or technological 
developments, may further contribute to vola)lity, 
poten)ally leading to financial losses for holders. 

• Liquidity Risks: The ability to buy, sell or otherwise transact 
Tokens depends on ac)vity on decentralised exchanges 
(“DEXs”) and, if applicable, centralised exchanges (“CEXs”). 
Limited liquidity may result in difficul)es execu)ng large 
trades without significant price impact, increasing the risk 
of loss. 

• Risk of Trading Plaborms: When Token holders trade on 
Exchanges, the Person Seeking Admission to Trading does 
not act as a contractual party to these transac)ons. All legal 
rela)onships regarding these trading pla]orms are subject 
to their respec)ve terms and condi)ons, with no 
responsibility assumed by the Person Seeking Admission to 
Trading for their opera)ons, services, or outcomes. 

• Risk of Delis/ng: There is no guarantee that the Token will 
remain listed on any exchange. Delis)ng could significantly 
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hinder the ability to trade Tokens, reducing liquidity and 
market value. 

• Risk of Bankruptcy: The Exchanges or trading pla]orms 
where the Token is listed may become insolvent or cease 
opera)ons, poten)ally resul)ng in a loss of access to funds 
or Tokens. 

• Blockchain and Smart Contract Dependency: The Token 
relies en)rely on its blockchain infrastructure. Any network 
down)me, conges)on, security vulnerabili)es, or smart 
contract failures could nega)vely impact its func)onality, 
accessibility, or security. Addi)onally, the network may, at 
some point, operate under a centralised or permissioned 
model, where specific providers or node operators manage 
the network. This structure presents centralisa)on risks, 
including the poten)al for censorship or data mone)sa)on. 

• Opera/onal Risks: Risks associated with the Token 
issuer/offeror’s internal processes, personnel, and 
technologies may impact the ability to manage the Token’s 
opera)ons effec)vely. Failures in opera)onal integrity could 
lead to disrup)ons, financial losses, or reputa)onal 
damage. 

• Financial Risks: The Token issuer/offeror may face financial 
risks, including liquidity shortages, credit risks, or market 
fluctua)ons, which could affect its ability to con)nue 
opera)ons, meet obliga)ons, or sustain the stability and 
value of the Token. 

• Legal Risks: Uncertain)es in legal frameworks, regulatory 
changes, poten)al lawsuits, or adverse legal rulings could 
pose significant risks, affec)ng the legality, usability, or 
value of the Token. 

• Fraud and Mismanagement Risks: The risk of fraudulent 
ac)vity or mismanagement within the Token 
issuer/offeror’s opera)ons may impact the credibility of the 
project and the usability or value of the Token. 

• Reputa/onal Risks: Nega)ve publicity – whether due to 
opera)onal failures, security breaches, or associa)ons with 
illicit ac)vi)es – could damage the Token issuer/offeror’s 
reputa)on and, by extension, impact the value and 
acceptance of the Token. 

• Technology Management Risks: Inadequate management 
of technological updates or failure to keep pace with 
advancements may result in security vulnerabili)es, 
inefficiencies, or obsolescence of the Token and its 
suppor)ng infrastructure. 
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• Dependency on Key Individuals: The success of the Token 
and its ecosystem may be highly dependent on key 
individuals. Loss or changes in project leadership could lead 
to opera)onal disrup)ons, a loss of trust, or poten)al 
project failure. 

• Conflicts of Interest: Misalignment of interests between the 
Token issuer/offeror and Token holders may lead to 
governance decisions that are not in the best interests of 
the community, poten)ally affec)ng the value of the Token 
or damaging the credibility of the project. 

• Counterparty Risks: The Token issuer/offeror’s reliance on 
external partners, service providers, and collaborators 
introduces risks related to non-fulfilment of obliga)ons, 
which may affect the Token’s opera)ons, liquidity, or overall 
ecosystem stability. 

• Industry Compe//on Risks: The Token issuer/offeror faces 
compe))on from other projects, including larger and well-
funded ventures that may agract more users and liquidity, 
poten)ally diminishing the viability of the Token. 

• Investor Ves/ng Risks: While Tokens allocated to the team 
and other stakeholders may be subject to a ves)ng schedule 
to prevent “rug pulls” and conflicts of interest, the 
unlocking of Tokens over )me could affect supply and 
demand trends and liquidity. 

• Specula/ve Nature of the Token: Other than as stated 
herein with respect to the rights, func)ons, governance, 
staking, and fee-payment, the Token has no inherent u)lity 
beyond market sen)ment and community-driven interest. 
Its value is highly specula)ve and subject to fluctua)ons 
based on external percep)ons. 

• Unan/cipated Risks: There may be addi)onal risks that 
cannot be foreseen. Some risks may materialise as 
unexpected varia)ons or combina)ons of the factors 
discussed in this sec)on. 

I.2 Issuer-Related Risks 

• Financial risk. The issuer may be exposed to various 
financial risks, including liquidity, credit, interest-rate, and 
market risks, that could impair its ability to meet its 
obliga)ons, fund opera)ons, or manage cash flow. 
Unexpected market vola)lity or adverse economic 
condi)ons can further magnify these risks. 

• Insolvency risk. If the issuer’s revenues fall short of 
liabili)es or if opera)onal challenges arise, the issuer could 
become insolvent and unable to meet its financial 
obliga)ons. Insolvency could result in the suspension of 
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services, delays in payments, or complete loss of invested 
funds. 

• Funding risk. The issuer may find it difficult to secure 
addi)onal financing, whether through equity, debt, or other 
funding sources, when needed. Market condi)ons, investor 
sen)ment, or regulatory barriers may limit access to capital, 
poten)ally hindering growth plans and jeopardizing the 
issuer’s ability to sustain its opera)ons. 

• Legal risk. The issuer could face legal claims, disputes, or 
regulatory inves)ga)ons. These magers may be costly, 
)me-consuming, and distrac)ng, and can result in fines, 
penal)es, or adverse judgments that nega)vely affect the 
issuer’s financial posi)on and reputa)on. 

• Regulatory and legal changes. Amendments to applicable 
laws or regula)ons, including evolving interpreta)ons of 
exis)ng rules, may require the issuer to adjust its business 
model. In certain cases, regulatory changes could restrict or 
prohibit specific ac)vi)es, limit services provided to 
customers, or necessitate addi)onal licensing or repor)ng. 

• Reputa/onal risk. Failure to maintain transparency and 
accuracy in public disclosures, engage with the community, 
or manage opera)onal issues may damage the issuer’s 
reputa)on. Loss of public confidence can lead to reduced 
demand for the issuer’s products or tokens, difficul)es in 
agrac)ng investors, and long-term erosion of brand value. 

• Key person risk. The issuer’s success may depend heavily 
on a small number of individuals with specialized exper)se, 
rela)onships, or ins)tu)onal knowledge. The departure or 
incapacity of key personnel could disrupt cri)cal processes, 
delay execu)on of strategic ini)a)ves, and require 
significant )me and resources to fill. 

I.3 
Crypto-Assets-related 
Risks 

• Market Vola/lity Risks: The Token’s value is highly vola)le 
and may fluctuate due to market specula)on, investor 
sen)ment, regulatory developments, and technological 
advancements. External factors, such as shixing trends in 
the crypto industry, changing demand for blockchain 
services, or macroeconomic condi)ons, could contribute to 
extreme price fluctua)ons, poten)ally leading to total 
deprecia)on. 

• Specula/ve Nature: No assurances of future value, 
performance, or rewards are made regarding the Token. 
Other than as stated herein with respect to the rights, 
func)ons, governance, staking, and fee-payment, the Token 
has no inherent or guaranteed u)lity beyond its role in the 
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Network, and its valua)on depends en)rely on user 
adop)on, demand, and community engagement. If 
adop)on of the Network fails to grow as expected, the 
Token’s value may be significantly impacted. 

• Liquidity Risks: The ability to trade the Token depends on 
the level of ac)vity on DEXs and, where applicable, CEXs. 
Low trading volume may result in difficul)es execu)ng large 
transac)ons without significant price impact. Limited 
demand for the Token or the underlying protocol may 
further reduce liquidity, making it difficult to acquire, sell or 
otherwise transact with the Token. 

• Adop/on and Network Demand Risks: The long-term 
success of the Token is dependent on widespread adop)on 
of the Network. Adop)on is influenced by various external 
factors, including user demand, compe))ve economic 
condi)ons, and organic community-driven expansion. The 
Person Seeking Admission to Trading has no control over 
the pace of adop)on, and there is no guarantee that the 
Network will gain sufficient trac)on to sustain its economic 
model. If demand is too low, accessing the Network may be 
difficult, while an inadequate supply may lead to delays in 
accessing the Network. 

• Blockchain Dependency Risks: The Token operates 
exclusively on its underlying blockchain network. Any 
disrup)ons, such as network conges)on, down)me, or 
security vulnerabili)es, could impact the ability to transfer, 
store, or trade the Token. Changes to blockchain 
infrastructure, governance, or transac)on fees may also 
influence the Token’s usability and cost-effec)veness. 

• Transac/on Costs: While blockchain fees are generally low, 
network conges)on, high demand, or changes in blockchain 
fee structures may increase transac)on costs, poten)ally 
reducing the economic viability of using the Token within 
the Network. 

• Security Risks: 
o Smart Contract VulnerabiliAes: Despite security audits 

and best prac)ces, unforeseen vulnerabili)es in smart 
contracts could lead to security breaches, impac)ng 
Token security or func)onality. 

o Private Key Management: Token holders are solely 
responsible for safeguarding their private keys and 
recovery phrases. Loss of wallet creden)als will result 
in the permanent loss of Tokens, as blockchain 
transac)ons are irreversible. 
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o Scam and Fraud Risks: Token holders are exposed to 
risks associated with scams, phishing agacks, fake 
giveaways, impersona)on of the Token issuer/offeror or 
its team, counterfeit Tokens, and fraudulent airdrops. 
Engaging with unverified third-party pla]orms or 
unofficial communica)ons increases the risk of fraud. 

o Community and Narra/ve Risks: The Token’s success is 
closely )ed to community interest and the broader 
crypto narra)ve. Macroeconomic trends, emerging 
compe)tors, or declining community engagement may 
nega)vely impact the Token’s perceived value and 
adop)on. 

• Regulatory and Compliance Risks: 
o Evolving Legal Frameworks: Regula)ons governing 

crypto-assets differ across jurisdic)ons and are subject 
to change. New legal requirements may impact the 
Token’s classifica)on, availability, or func)onality. 

o JurisdicAonal RestricAons: Some jurisdic)ons may 
impose restric)ons or prohibi)ons on the trading or use 
of the Token, limi)ng its accessibility for certain users. 

o Regulatory HarmonisaAon Risks: A lack of global 
regulatory alignment may create uncertainty, with 
some authori)es poten)ally classifying the Token as a 
security or financial instrument, leading to increased 
compliance costs and legal obliga)ons. 

o Regulatory Enforcement Risks: Government agencies 
may take enforcement ac)ons against the Token 
issuer/offeror if the Token is deemed an unregistered 
security or if other financial laws are found to have 
been violated. Such ac)ons could nega)vely impact the 
Token’s availability, appeal, and value. 

• An/-Money Laundering (“AML”) & Counter-Terrorism 
Financing (“CTF”) Risks: Crypto transac)ons may be 
scru)nised for poten)al links to illicit ac)vi)es. Authori)es 
may take ac)on against wallets or pla]orms suspected of 
facilita)ng money laundering or terrorist financing, 
affec)ng the ability of Token holders to use or trade their 
assets. 

• Taxa/on Risks: The tax treatment of the Token varies by 
jurisdic)on, and Token holders are solely responsible for 
understanding and complying with applicable tax laws. Any 
apprecia)on, conversion, or sale of the Token may trigger 
tax obliga)ons that differ depending on the regulatory 
environment. 
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• Team Ves/ng and Token Release Risks: Tokens allocated to 
the team and other stakeholders may be subject to a 
ves)ng and unlock schedule. When these Tokens are 
vested, unlocked, and released into circula)on, they may 
affect demand trends and liquidity. 

• Technological Obsolescence Risks: The blockchain and 
crypto industries evolve rapidly. The emergence of new 
technologies, changes in market demand, or advancements 
in compe)ng protocols could render the Token or its 
underlying blockchain infrastructure less compe))ve, 
reducing adop)on and u)lity. 

• Sopware Weakness Risks: The Token’s infrastructure relies 
on rela)vely new blockchain technologies, which may 
contain undiscovered bugs, vulnerabili)es, or inefficiencies. 
There is no guarantee that the process of transac)ng, 
storing, or interac)ng with the Token will be uninterrupted 
or error-free. 

• Unan/cipated Risks: Beyond the risks outlined above, 
addi)onal unforeseen risks may emerge due to changes in 
regulatory, technological, or macroeconomic condi)ons, 
poten)ally affec)ng the Token’s security, func)onality, or 
value. 

I.4 
Project Implementa/on-
Related Risks 

The Person Seeking Admission to Trading neither operates, 
controls, oversees, nor manages the technology underlying the 
Network. While efforts are made to ensure security and 
stability, blockchain-based technologies are still evolving, and 
various risks exist. Additionally, the success and sustainability 
of the project rely on various external factors, including 
macroeconomic conditions, regulatory developments, and 
technological advancements. 
 
• Technical Development Risks: 

o Smart Contract Issues: Despite robust security 
measures, unforeseen vulnerabili)es or bugs in the 
smart contracts could disrupt Token distribu)on, 
refunds, or ves)ng mechanisms. 

o Blockchain Dependency: The Token operates 
exclusively on its underlying blockchain. Any network 
conges)on, down)me, or security breaches could 
impact the project’s implementa)on and func)onality. 

o Risk of Security Weaknesses in Core Infrastructure: The 
project relies on open-source soxware, which may be 
modified by third par)es not directly affiliated with the 
Issuer. Weaknesses or bugs introduced into the core 
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infrastructure could compromise security and lead to 
the loss of digital assets. Furthermore, malfunc)ons or 
inadequate maintenance of the Network may 
nega)vely impact the Token’s usability. 

o Bugs in Core Blockchain Code: Even with rigorous 
tes)ng, unknown bugs may exist in the blockchain 
protocol, poten)ally leading to disrup)ons, incorrect 
transac)on processing, or security vulnerabili)es. 

• Regulatory and Compliance Risks: 
o Regulatory AcAons in One or More JurisdicAons: The 

Token and the Network could be impacted by 
regulatory inquiries or ac)ons, which may restrict 
further development, implementa)on, or usage. 

o Evolving Laws and RegulaAons: New and changing 
laws related to financial securi)es, consumer 
protec)on, data privacy, cybersecurity, and intellectual 
property could impact the project. Compliance with 
these laws may require significant resources and could 
impose addi)onal opera)onal constraints. 

o Governance Risk: Decision-making mechanisms in 
blockchain governance may be inefficient, slow, or 
dispropor)onately influenced by specific stakeholders, 
leading to poten)al centralisa)on or unfavourable 
network changes. 

• Opera/onal Risks: 
o Resource AllocaAon: The project’s success depends on 

the issuer of the Token and its core team alloca)ng 
sufficient resources (both financial and non-financial) 
to ensure )mely development and deployment. Poor 
resource management could lead to delays or failure to 
achieve key milestones. 

o Team VesAng Risks: While the team’s Tokens may be 
subject to a ves)ng and unlock schedule to align 
interests with the community, the eventual ves)ng and 
unlocking of these Tokens may impact market stability 
or long-term commitment from team members. 

• Market Adop/on Risks: 
o CompeAAve Environment: The crypto industry is highly 

compe))ve and trend-driven. There is a risk that the 
Token may fail to capture sufficient interest, limi)ng its 
adop)on. 

o Community Engagement Risks: The success of the 
Token depends heavily on community-driven sen)ment 
and engagement. Failure to build or sustain an ac)ve 



 

Page 29 of 36 
 

community could hinder growth and long-term 
tradability 

• Timeline and Milestone Risks: 
o Delayed Milestones: Key deliverables such as Token 

distribu)on and liquidity access may face delays due to 
technical, opera)onal, or funding challenges. 

o CEX LisAng Risks: Lis)ngs on centralised exchanges 
depend on securing the necessary funding for lis)ng 
fees and mee)ng pla]orm-specific requirements. 
Delays or insufficient resources could postpone broader 
market/ community access. 

• Ecosystem Risks: 
o Dependence on External Partners: The project relies on 

partnerships with infrastructure providers, liquidity 
providers/ market makers, exchanges and other third-
party service providers. Any failure or delay from these 
partners could disrupt implementa)on plans. 

o Risk of Withdrawing Partners: The Token holder 
understands that the feasibility of the project depends 
strongly on the collabora)on of service providers and 
other key stakeholders. A loss of cri)cal partnerships 
could impact project sustainability. 

• Technology and Sopware Risks: 
o Risk of SoPware Weakness: The Token holder 

acknowledges that blockchain and smart contract 
technologies are s)ll evolving. There is no guarantee 
that Token usage will be uninterrupted or error-free. 
Vulnerabili)es in the underlying blockchain, smart 
contracts, or suppor)ng technologies could lead to the 
complete loss of Tokens or their func)onality. 

o Dependency on Underlying Technology: The Network 
relies on blockchain infrastructure, hardware, and 
network connec)vity, all of which may be subject to 
failures, outages, or vulnerabili)es. 

o Risk of Technological DisrupAon: The emergence of 
new technology, such as quantum compu)ng, could 
undermine the security of blockchain encryp)on and 
compromise the integrity of digital assets. 

• Network Security Risks: 
o Network ARacks and Cybersecurity Threats: 

Blockchain networks can be vulnerable to cyberagacks 
such as 51% agacks, Sybil agacks, or distributed denial-
of-service (“DDoS”) agacks. These threats could disrupt 
network opera)ons and compromise security. 
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o Blockchain Network ARacks: The network may be 
subject to valida)on agacks, including double-spend 
agacks, reorganisa)ons, majority mining power 
agacks, “vampire” agacks and work race condi)on 
agacks. Successful agacks could compromise the 
proper execu)on of transac)ons and smart contracts. 

• Privacy and Anonymity Risks: 
o Public Ledger Transparency: Blockchain transac)ons 

are recorded on a public ledger, which may expose 
transac)on history and financial ac)vity. Certain 
transac)ons could be linked to specific wallet 
addresses, making users vulnerable to fraud, phishing 
agacks, or targeted scams. 

• Economic and Governance Risks: 
o Consensus Failures or Forks: Errors in the consensus 

mechanism could lead to forks, where mul)ple versions 
of the ledger coexist, or network halts, reducing trust in 
the network. 

o Economic Self-Sufficiency: The long-term sustainability 
of the Token ecosystem depends on sufficient 
transac)on volume to generate fees to support rewards 
for validators, which in turn maintain network security. 
A lack of adop)on could lead to governance-driven 
changes to monetary policy, fee structures, or 
consensus mechanisms. 

o IncenAve Model Risks: Changes to block rewards, 
staking incen)ves, or governance models may be 
required to maintain network par)cipa)on. 
Governance decisions could result in modifica)ons that 
impact Token holders, including infla)onary 
adjustments, transac)on fees, or redistribu)on of 
rewards. 

• Sopware Weakness Risks: 
o Unforeseen Bugs and Security VulnerabiliAes: The 

Token and its suppor)ng infrastructure rely on 
blockchain technologies that may s)ll be evolving. 
There is no guarantee that Token transac)ons will be 
uninterrupted or error-free. Soxware vulnerabili)es, 
weaknesses in smart contracts, or infrastructure issues 
may result in loss of assets, security breaches, or 
unexpected network failures. 

• Unan/cipated Risks: 
o Unforeseen Regulatory, Technological, or Economic 

Challenges: In addi)on to the risks iden)fied, new 
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threats may emerge due to changes in legal, 
technological, or economic condi)ons. Developments 
such as regulatory crackdowns, unforeseen Network 
vulnerabili)es, or disrup)ve innova)ons could impact 
the usability, security, or value of the Token in ways not 
currently foreseeable. 

I.5 Technology-Related Risks 

The Person Seeking Admission to Trading neither operates, 
controls, oversees, nor manages the technology underlying the 
Network. While efforts are made to ensure security and 
stability, blockchain-based technologies are still evolving, and 
various risks exist. 
 
• Blockchain Dependency Risks: 

o Network DownAme and CongesAon: The Token relies 
en)rely on its underlying blockchain network, which 
may experience outages, conges)on, or down)me. 
Such events could disrupt Token transfers, trading, or 
other func)onali)es. 

o Scalability Challenges: As transac)on volume grows, 
the blockchain network may face scaling limita)ons. 
Increased conges)on could lead to slower transac)on 
processing )mes and higher fees, reducing efficiency 
and usability. 

o SeRlement and TransacAon Finality Risks: Blockchain 
transac)ons are designed to be irreversible; however, 
under excep)onal circumstances such as network forks 
or consensus failures, there remains a theore)cal risk 
that transac)ons could be reversed, or mul)ple 
compe)ng ledger versions could persist. Transac)ons 
sent to an incorrect address are not recoverable, 
leading to permanent loss of assets. 

• Smart Contract Risks: 
o VulnerabiliAes: While smart contracts are developed 

with security measures, undiscovered vulnerabili)es or 
exploits may impact Token security, distribu)on, or 
access. Bugs in the contract code may lead to 
unintended loss of Tokens, unauthorised transac)ons, 
or exposure to external agacks. 

o Immutability Risks: Once deployed, some smart 
contracts cannot be altered. Errors or security flaws in 
the code could result in opera)onal failures without the 
possibility of correc)ons. 

o Security Exploits: Bugs or vulnerabili)es in smart 
contracts may expose the Token ecosystem to poten)al 
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hacks, allowing agackers to manipulate transac)ons, 
drain liquidity, or disrupt contract execu)on. 

• Network Security Risks: 
o Risk of ARacks and Forks: The blockchain may be 

suscep)ble to consensus-related agacks, such as 
double-spend agacks, majority valida)on power 
takeovers, censorship agacks, or forks. These risks 
could affect Token transac)ons, balance integrity, and 
overall network security. 

o Cybercrime and TheP Risks: Despite security efforts, 
blockchain-based assets and services may be exposed 
to cyberagacks, including hacking, phishing, or 
malware threats. Compromised wallets, exchanges, or 
smart contracts could lead to asset thex, loss of funds, 
or disrup)ons in Token func)onality. 

o Data CorrupAon Risks: The reliability of blockchain data 
could be compromised due to soxware bugs, human 
error, or deliberate tampering. Such incidents may 
affect transac)on records, network integrity, and user 
confidence in the system. 

• Wallet and Storage Risks: 
o Private Key Management: Token holders are solely 

responsible for securing their private keys and recovery 
phrases. The loss of private keys results in irreversible 
loss of Tokens, as blockchain transac)ons are final and 
cannot be undone. 

o CompaAbility Issues: The Token is supported only by 
blockchain-compa)ble wallets. Incompa)bility with 
specific wallet soxware, network malfunc)ons, or 
wallet provider shutdowns may affect access to and 
usability of the Token. 

• Ecosystem Dependency Risks: 
o DEX and CEX IntegraAon Issues: The Token’s availability 

depends on integra)on with DEXs and CEXs. Technical 
failures, security breaches, or delis)ng from these 
pla]orms could limit liquidity, disrupt trading, and 
reduce Network accessibility. 

o Reliance on Third-Party Services: Many blockchain 
services, including wallets, bridges, and oracles, depend 
on third-party providers. Failures, security breaches, or 
regulatory ac)ons against these services could 
nega)vely affect the func)onality of the Token. 

o CentralisaAon Concerns: Although blockchain 
networks are designed to be decentralised, a small 
number of validators or node operators could introduce 
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centralisa)on risks. This may lead to poten)al 
censorship, control over transac)ons, or increased 
vulnerability to governance agacks. 

• Sopware and Protocol Risks: 
o Bugs in Core Blockchain Code: Despite rigorous tes)ng, 

undiscovered bugs in the core blockchain protocol 
could lead to network failures, incorrect transac)on 
processing, or security vulnerabili)es. A failure to 
address such issues promptly could result in loss of user 
confidence and network instability. 

o Risk of Technological DisrupAon: Emerging 
technologies, such as quantum compu)ng, could 
poten)ally compromise blockchain encryp)on, making 
networks vulnerable to agacks that could compromise 
data integrity or enable unauthorised asset transfers. 

o Dependency on Underlying Technology: The stability of 
the Token ecosystem relies on underlying technical 
infrastructures, including internet connec)vity, 
compu)ng hardware, and cryptographic algorithms. 
Disrup)ons in these founda)onal technologies may 
impact network security and opera)onal efficiency. 

• Privacy and Anonymity Risks: 
o Public Ledger Transparency: Blockchain transac)ons 

are recorded on a publicly accessible ledger, which may 
expose sensi)ve transac)on data. While addresses do 
not directly reveal iden))es, sophis)cated data analysis 
could poten)ally link certain transac)ons to specific 
individuals or en))es. 

o Exposure to Fraud and Targeted ARacks: Increased 
transparency may lead to risks such as phishing, fraud, 
or unauthorised tracking of user ac)vity by malicious 
actors. Individuals with significant Token holdings may 
be targeted for scams or social engineering agacks. 

• Economic and Network Viability Risks: 
o Economic Self-Sufficiency: The long-term sustainability 

of the Token ecosystem depends on maintaining 
sufficient transac)on volume to generate rewards for 
incen)vising validators to ensure network security. If 
network adop)on remains low, there is a risk of 
reduced validator par)cipa)on, increased transac)on 
costs, or a need for governance-driven changes to 
monetary policy, fee structures, or consensus 
mechanisms. 

o IncenAve Model Risks: Changes to block rewards, 
staking incen)ves, or governance models may be 
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required to ensure ongoing network security and 
sustainability. Governance proposals may introduce 
modifica)ons that impact Token holders, including 
infla)on adjustments, transac)on fees, or 
redistribu)on of rewards. 

• Sopware Weakness Risks: 
o Unforeseen Bugs and Security VulnerabiliAes: The 

Token and its suppor)ng infrastructure rely on 
blockchain technologies that may s)ll be evolving. 
There is no guarantee that Token transac)ons will be 
uninterrupted or error-free. Soxware vulnerabili)es, 
weaknesses in smart contracts, or infrastructure issues 
may result in loss of assets, security breaches, or 
unexpected network failures. 

• Unan/cipated Risks: 
o Unforeseen Regulatory, Technological, or Economic 

Challenges: In addi)on to the risks iden)fied, new 
threats may emerge due to changes in legal, 
technological, or economic condi)ons. Developments 
such as regulatory crackdowns, unforeseen Network 
vulnerabili)es, or disrup)ve innova)ons could impact 
the usability, security, or value of the Token in ways not 
currently foreseeable. 

I.6 Mi/ga/on measures Not applicable 
Part J – Informa/on on the sustainability indicators in rela/on to adverse impact on the climate 
and other environment-related adverse impacts 
J.01 Name WINkLink Tech Limited 

J.02 
Relevant legal en/ty 
iden/fier 

Not available 

J.03 Name of the crypto-asset WIN 

J.04 Consensus Mechanism 

The Token was launched on Tron, which relies on its own 
implementation of a dPoS consensus mechanism. To 
participate in Tron’s consensus mechanism, users must become 
Super Representative candidates by depositing 9,999 TRX, 
which are non-refundable, and running a full node. 
 
Candidates are entitled to participate in the Super 
Representatives elections, which take place every 6 hours. The 
27 candidates with the most votes from TRX stakers become 
Super Representatives and are in charge of validating Tron’s 
transactions and creating new blocks. 

J.05 
Incen/ve Mechanisms 
and Applicable Fees 

In exchange for validating transactions and creating new blocks, 
Super Representatives are compensated with TRX, emitted as 
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block rewards. Block rewards consist of 8 TRX per block, which 
are given to the Super Representative who creates the block. 
 
Additionally, Super Representatives who validate Tron’s 
transactions and create its blocks are entitled to receive voting 
rewards, in the form of TRX, and emitted on a per-block basis. 
These rewards consist of 128 TRX per block, which are 
distributed among all Super Representatives and Super 
Representative partners based on the number of votes they 
received. 
 
Super Representatives can set their own commission rate from 
0% to 100%, which determines how much of these rewards that 
correspond to the voter they will retain. 
 
Every Tron transaction incurs the payment of transaction fees, 
which are determined in the following manner: 
 
• Bandwidth transac/ons: Simple transac)ons like TRX 

transfers are paid with Bandwidth. Each user account 
receives 600 Bandwidth daily for free. To increase their 
amount of Bandwidth, users must stake TRX. When users 
do not hold enough Bandwidth, they must pay for these 
types of transac)ons with TRX. 

• Energy transac/ons: Smart contract interac)ons are paid 
with Energy and Bandwidth. Energy can only be obtained by 
staking TRX. If users do not hold enough Energy, this type of 
transac)on will be paid with TRX. The TRXs used to pay for 
transac)on fees are immediately burned. 

• Fixed fees: Tron has some transac)ons which are taxed with 
fixed fees to be paid with TRX. For instance, to become a 
Super Representa)ve candidate costs a fixed fee of 9,999 
TRX, 1,024 TRX to create a TRC-10 token, 1 TRX to ac)vate 
a new account, and 100 TRX to update accounts’ 
permissions. 

J.06 
Beginning of the Period 
to which the Disclosed 
Informa/on Relates 

2022/06/30 

J.07 
End of the Period to 
which the Disclosed 
Informa/on Relates 

2022/07/01 

Mandatory key indicator on energy consump/on 
J.08 Energy Consump/on 162,867.85 kWh 
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Sources and methodologies 

J.09 
Energy Consump/on 
Sources and 
Methodologies 

• The methodology builds upon four steps to generate data 
on the electricity consumption and carbon footprint of the 
TRON POS system. CCRI develops metrics to enable a valid 
comparison between previously analyzed PoS systems. 

• The methodology involves analyzing the TRON PoS 
network, estimating electricity usage of a single node, 
estimating electricity consumption of the complete 
network, and analyzing transaction and block information. 

• Electricity consumption is measured using Mystrom WiFi 
Switches. 

 
 


